Supplementary Notice for China of Global Employee and Applicant Privacy
Notice
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Issued and entered into forceon [ ],[ 1,2023
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This Supplementary Notice for China of Global Employee and Applicant Privacy Notice
("Employee and Applicant Supplementary Notice for China") is made in accordance with the
Personal Information Protection Law of the People's Republic of China and other relevant laws
and regulations, is a supplement to Global Employee and Applicant Privacy Notice, and applies
to the activities of processing the personal information of natural persons who apply for our
positions or are employed by us within China by Ecolab (China) Investment Co. Ltd. and other
Ecolab affiliates in China ("Ecolab China", "we" or "us"), and the activities outside of China
that are for the purpose of recruiting and hiring natural persons in China as well as analyzing
and evaluating the behaviors of natural persons who apply for our positions or are employed by
us in China. Specifically, this includes, but is not limited to, the processing of your personal
information in the course of your application for a position with Ecolab and your employment
with Ecolab in any way (including, but not limited to, entering into an employment relationship,
labor dispatch, outsourcing, internships) ("Scope of Application™).
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Personal information refers to all kinds of information related to identified or identifiable
natural persons recorded by electronic or other means, excluding the information handled
anonymously.
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Sensitive personal information refers to the personal information that is likely to result in
damage to the personal dignity of any natural person or damage to his or her personal or
property safety once disclosed or illegally used. Sensitive personal information in this
Employee and Applicant Supplementary Notice for China has been bolded and underlined.
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In the event of a conflict between this Employee and Applicant Supplementary Notice for
China and the Global Employee and Applicant Privacy Notice, this Employee and Applicant
Supplementary Notice for China shall take precedence within the Scope of Application,
and the Global Employee and Applicant Privacy Notice shall apply in respect of any content
not expressly set out in this Employee and Applicant Supplementary Notice for China.
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I.  Prerequisites for Our Processing of Your Personal Information

BAVEEE R NG BRI

We will only process your personal information in accordance with one of the following
prerequisites:
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1. Your consent is obtained;



Necessary for the conclusion and performance of a contract to which you are a party;
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Necessary for the fulfillment of our statutory duties or legal obligations;
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Necessary to respond to public health emergencies or to protect the life, health and property

of natural persons in case of emergency;
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Processing your personal information within a reasonable range for the implementation of
news reporting, public opinion supervision and other activities in the public interest;
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Processing your personal information that has been disclosed by yourself or disclosed
legally within a reasonable scope in accordance with the Personal Information Protection

Law of the People's Republic of China;
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Other cases stipulated by laws and administrative regulations.
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How We Collect and Process Your Personal Information

BT ERERNAE B

When you use the services provided by Ecolab, we collect and process your personal

information for the following purposes or scenarios (bolded and underlined are sensitive

personal information):
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Assisting You in Creating an Ecolab Talent Network Account %5 B &G Z A & A
A WK P

When you are interested in applying for a position with us, you may need to register for
an Ecolab Talent Network account so that Ecolab can send you targeted job alerts and job-
related information that matches your interests. We will need to collect your
username/email address, name, country, zip code, phone number, current or former job
title, education level, and direction of your interest.
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Assisting You in Creating a Job Application Account 5 B #6122 A7 B i K 7

When you apply for a specific position with us, in order to make it easier for you to log in
to our job application system and apply for a position, you will need to create an account
and we will need to collect your email address.
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Assisting You in Appling for a Position %5 Bl Hi i i fir

When you apply for a specific position with us, in order to assess how well your profile
matches the position you are applying for, to make it easier to contact you, and to manage
this personal information as part of your on-boarding profile and employee file after you
are hired, we need to collect information such as how you know us, whether you have been
employed by Ecolab before, your country, name, address, email address, phone number,
professional experience, education, language, skills, resume, whether you have
participated in Ecolab recruitment, whether your relatives have been employed by Ecolab,
whether you are subject to a non-compete agreement or other agreement or covenant that
conflicts with Ecolab's employment of you, whether you need a visa to work in the country
or region for which you are applying, the legitimacy of the job for which you are applying,

your expected annual salary, whether you are 18 years of age or older, your highest level

of education, your work experience, whether you are familiar with manufacturing
operations or six sigma, the number of years you have worked in the supply chain, and

whether you are familiar with the use of office software.
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Medical Examination for Onboarding A\ R4k

When we think you are suitable for the position you have applied for, in order to make

sure that your health condition meets the requirements of the position, we need to collect

your medical examination report for onboarding.
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Background Check 5 51 &

When we think you are suitable for the position you have applied for, in order to verify your
work experience and performance and conduct a background check, we need to collect your
resume, name, phone number, and work history, KPI Performance, reasons for leaving,

background check contacts (references) and their contact information.
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Establishment of Personnel Files and Employee Management %33/ N S R4 & A3EAT 1 T4
biiil

When you join us, in order to establish a personnel file for you, carry out human resource
management, provide you with benefits and employee services, carry out human resource
statistical analysis, fulfill the labor contract with you, the rules and regulations and collective
contract formulated in accordance with the law, as well as to fulfill the legal obligations of the
employer, we need to collect your name, date of birth, gender, nationality, phone number,
email address, photo, family relationship, nationality, residency, family members, valid

identity document information, passport information, non-mainland resident residence




permit information, bank account number, social security information, provident fund

information, salary, reimbursement bills, academic qualifications, degrees, work

experience, external training records, award certificates, qualification certificates, department
to which you belong, employee ID, position, job duties, job performance objectives and results,

work performance, sick leave, other leave status, medical examination report for

onboarding, marital history, emergency contact person and his/her phone number.
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Training £5 |

In order to provide you with learning and development services and carry out training, we
need to collect your name, phone number, email address, education, degree, work
experience, external training records, award certificates, qualification certificates,
department, employee ID, position, job duties, job performance objectives and results, and
job performance.
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Attendance and Leave % & Fl14R 1R

In order to manage attendance and leave for payroll calculations and leave approvals, we

need to collect information about your attendance and documentation of sick leave or

other special leave.
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Payment of Salary and Reimbursement, Payment of Social Security and Provident Fund,
Purchase of Commercial Insurance & iU 55 FIFRAY « Santt 2R A AR 4L TR
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11.
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In order to pay your salary and reimbursement, pay social insurance and provident fund,
we need to collect your name, date of birth, phone number, bank account number,

reimbursement bills, travel information, purchase documents, social security

information, provident fund information, family members' information.
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Provision of IT Services 124 IT Ik %%
When you use the computers and other equipment we provide, as well as office systems,
in order to facilitate your operating system and complete your work tasks, we need to

collect your name, employee ID, system account, email address, and communication

information.
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Carrying Out Company Publicity JF & A & & 1%
When we carry out company publicity and need to produce publicity materials, we need
to collect your name, age, position, job duties, job performance objectives and results,

work experience, education experience, photos, videos, audio, social media information,

family members’ information.
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Security Zffj

In order to protect the security of our office premises and to provide a basis for possible
investigations and criminal investigations, we have installed surveillance equipment in our
office premises, which may capture your portrait.
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How We Collect and Process Your Sensitive Personal Information
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We may process certain types of your sensitive personal information for the purposes set out in
Section II of this Employee and Applicant Supplementary Notice for China, so please read
the types of sensitive personal information carefully and we will only process your sensitive
personal information with your separate consent or where there is a legal reason to do so. Please
understand that this sensitive personal information is necessary for us to fulfill the purposes for
which we process it, and that if you do not consent to the processing of your sensitive personal
information, we will not be able to carry out recruitment and on-boarding and related employee
management activities, which will result in you not being able to apply for a position with us
and us not being able to perform our employment contract with you and provide employee
services. The circumstances in which we process your sensitive personal information are set
out below:
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1. Assisting You in Appling for a Position #5 B B 1% i< fir.
When you ask us for a specific position, in order to assess the match between your personal
situation and the position you are applying for, to make it easier to get in touch with you,
and to manage this personal information as part of the on-boarding information and

employee file after you are hired, we need to collect your resume, expected annual salary.
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2. Medical Examination for Onboarding A\ BR A4 46

When we think you are suitable for the position you have applied for, we need to collect

your medical examination report for onboarding in order to make sure that your health

condition meets the requirements of the position.
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3. Background Check ¥ 5t i %F



When we think you are suitable for the position you apply for, in order to verify your work
experience and performance, to carry out background checks, we need to collect your
resume.
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Establishment of Personnel File and Employee Management &7, A\ S5A% & fliE47 52 T
il

When you join the company, in order to establish personnel files for you, carry out
employee management, provide you with benefits and employee services, carry out human
resources statistical analysis, fulfill the labor contract with you, the rules and regulations
and collective contract formulated in accordance with the law, as well as to fulfill the

employer's legal obligations, we need to collect your photo, address, valid 1D

information, passport information, non-mainland resident residence permit

information, bank account number, social security information, provident fund

information, salary, reimbursement bills, sick leave, medical examination report for

onboarding, marital history.
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Attendance and Leave % & Fl14R 1R

In order to manage attendance and leave for payroll calculations and leave approvals, we

need to collect your documentation of sick leave or other special leave.
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Payment of Salary and Reimbursement, Payment of Social Security and Provident Fund,
Purchase of Commercial Insurance & iU B FIRAN « gt R A R 4. L7
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In order to pay your salary and reimbursement, pay social insurance and provident fund,

we need to collect your bank account number, reimbursement bills, travel information,

purchase documents, social security information, provident fund information.




N T R TBCH AR, St S IREG A ARG, A7 EWCR SRR S |
MR EREE. WLHEE. HRER. AREER.

Provision of IT Services #2fit IT k%%

When you use the computers and other equipment we provide, as well as office systems,
in order to facilitate your operating system, to complete the work tasks, we need to collect
your communication information.
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Carrying Out Company Publicity JF & A & & 1%
When we carry out company publicity and need to produce publicity materials, we need

to collect your photos, videos, audio and family members’ information.
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Security ZfJj
In order to protect the security of our office premises, and to provide a basis for possible
investigations and criminal investigations, we have installed surveillance equipment in our

office premises, which may capture your portrait.
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If we collect other sensitive personal information not listed above, we will seek your separate

consent priorly.
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Please be aware that any leakage or misuse of your sensitive personal information may lead to

adverse effects. We have adopted reasonable security measures in accordance with the law to

protect the security of your personal information when processing all your personal information.
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IV. Joint Processing, Entrusting and Provision of Personal Information

MNEBHIFERAEE . RFE B4
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Joint Processing J& [A] 4b#H

If we process your personal information jointly with a third party, we will separately
inform you of the processor, processing purposes, processing methods, types of personal
information processed and other relevant information regarding the joint processing of
your personal information ("Joint Processing Privacy Policy™). The Joint Processing
Privacy Policy will preferentially apply to joint processing scenarios.
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Entrusted Processing ZsFG AL

We may engage third-party service providers to provide certain services for us or you, and
for this purpose we may need to entrust the third-party service providers to process your
personal information. We will agree with the third-party service provider in accordance
with the law on the purposes, duration and methods of the entrusted processing, the types
of personal information, the protection measures, and the rights and obligations of both
parties, and we will supervise the personal information processing activities of the third-
party service provider.
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Provision $f}t

We may provide your personal information to our partners in order to provide you with
better employee services and benefits and to improve our operational efficiency. We will
only provide your personal information to our partners after informing you of the names
of the recipients, their contact details, the processing purposes, the processing methods
and the types of personal information, and obtaining your separate consent, except in cases

where there is a legal obligation to do so.

FATAT e 2 M RATH AR AEIR BB D NAB B, BLEE DI SR I S 47 1 53 TR S5 AN
FEA UL S BATHIE B R . BB B AL, JA AL s b ke ios 1 44
MREGE A BCARTTE0, AR E L b3 T7 SO NS BRIARSE, RIS 5 0 Bk
Al & mE R AR A AE R

11



V. Cross-Border Provision of Personal Information

NG BRI SR At

As Ecolab's business and personnels are distributed globally, we have adopted globally
deployed information systems and globally unified management policies, we may provide your
personal information described in Section Il of this Employee and Applicant Supplementary
Notice for China to Ecolab USA Inc., our affiliate located outside of China ("Overseas
Recipient") through Ecolab's internal office systems or by other reasonable means. We and our
Overseas Recipient are committed to implementing security measures to protect the security of
your personal information in accordance with the law.
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If you wish to learn more about the cross-border provision of your personal information or wish
to exercise your rights under the Personal Information Protection Law of the People's Republic
of China, you can contact us or the Overseas Recipient through the contact information in
Section VIII.
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If there is any substantial change of the processing methods or the processing purposes of your
personal information in the course of the cross-border provision of your personal information,

we will ask for your separate consent again.
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V1. Retention Period of Personal Information

NS B I RAFIFR

Unless otherwise required by laws or regulations, we will only store your personal information

for the shortest period of time necessary to fulfill the processing purposes. For job applicants,
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we will generally keep your personal information for the duration of your application and for
one year after we determine that we will not hire you, but you can consent to us keeping your
personal information so that we can keep you informed of future job opportunities. For former
employees, we will keep your personal information for the duration of your employment; after
you leave our company, depending on your needs and the need to carry out human resources
and social security related business, we may adopt different retention periods for different
categories of personal information and strictly limit the use of your personal information, and
will only store your personal information in a protected manner, unless it is necessary.
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If you would like to know more about the retention period of your personal information, you
can contact us through the contact information in Section VIII.
IRER T REE A RERDNE BRI ORAAIBR GO, T LUER S5 )\ 5 TP I R 05
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VII. Security Incidents

ZEEM

We have taken management and technical protection measures to protect the security of
personal information. However, the Internet environment is not absolutely safe, and in the
unfortunate event of a security incident of personal information, we will immediately take
remedial measures and inform you of the security incident when necessary. At the same time,
we will also report the security incident to the relevant authorities in accordance with relevant

laws and regulations.
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VIII. Your Rights
AU

According to the Personal Information Protection Law of the People's Republic of China and
relevant laws, you have the right to request access, correction, deletion, explanation, withdrawal
of your personal information and other rights. Please note that when you withdraw your
authorization, we will no longer process your corresponding personal information, but your
decision to withdraw your consent will not affect the previous personal information processing
activities based on your consent. Please understand that due to regulatory requirements,
technical constraints and cost considerations, we may refuse your requests that have no legal
basis, are technically difficult to fulfill or are too costly to fulfill, or we may need to charge you
a reasonable fee.
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If you wish to exercise your rights in this regard, you may contact us as follows and we will

respond to your request as soon as possible:
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To wus (for all requests relating to your personal information): email:

cndataprivacy@ecolab.com

HEAT (HEOANNEEAROFAER) « BFHiFE: cndataprivacy@ecolab.com

To the Overseas Recipient (for requests related to the cross-border provision of your personal

information only): email: dataprivacy@ecolab.com
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FIFAMEWOT ARSI NG BB LMK « FFHlIB4H : dataprivacy@ecolab.com
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